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Agenda

–Overview of China’s Commercial Encryption 
Regulations

–Introduction to recent developments and what to 
expect in the near future

–Significance and implications for business 
operations in China



Overview of Encryption Regulations
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Overview of Encryption Regulations

–What is commercial encryption?
–Encryption technology and encryption products 

used to protect by encryption, or to carry out 
security authentication of information that does not 
involve State secrets.  Regulations for the 
Management of Commercial Encryption
(“Commercial Encryption Regulations”)
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Overview of Encryption Regulations (cont’d)

–But, commercial encryption itself is a State 
secret, and the State controls research, 
production sale and use of commercial 
encryption products

–All commercial encryption is regulated, 
regardless of encryption strength
–China not a member of Wassenaar Agreement
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Overview of Encryption Regulations (cont’d)

–Background
–No published and publicly available law regulating 

commercial encryption prior to October 1999
–Commercial Encryption Regulations, issued by the 

State Council, effective Oct. 7, 1999, regulating the 
research, manufacture, distribution, import/export, 
use, security and storage in the PRC

– No unit or individual in the PRC is permitted to 
sell foreign encryption products
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Overview of Encryption Regulations (cont’d)

–Due to opposition in the international business 
community, the State Encryption Management 
Commission (“SEMC”) issued the notice on Issues 
Relevant to the Management of Commercial 
Encryption, in March, 2000 (“2000 Notice”)
– Encryption products and equipment containing 

equipment technology are:
– Limited to specialized hardware and software 

with a core function of encrypting or decrypting
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Overview of Encryption Regulations (cont’d)

–Examples outside scope of encryption regulations:
– Mobile phones
– Windows software
– Browser software
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Overview of Encryption Regulations (cont’d)

–The State Encryption Management Bureau 
(SEMB), successor to the SEMC, subsequently 
issued:
– Regulations for Production of Commercial Encryption Products, effective 

Jan. 1, 2006 (“Production Regulations”)
– Regulations for Research of Commercial Encryption Products, effective 

Jan. 1, 2006 (“Research Regulations”)
– Regulations for Sale of Commercial Encryption Products, effective

Jan. 1, 2006 (“Sale Regulations”)
– Regulations for Use of Commercial Encryption Products, effective

May 1, 2007 (“Use Regulations”)
– Regulations for Use of Commercial Encryption by Overseas 

Organizations and Individuals in China, effective May 1, 2007 (“Foreign 
Use Regulations”)
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Overview of Encryption Regulations (cont’d)

–Distinguish:  The encryption regulatory regime is 
not:
– Part of the customs regime
– Directly related to the categories of industries encouraged 

for, restricted to, etc. Foreign investment
– Part of the technology import/export control regime

– For comparison, certain encryption technologies also fall in 
restricted export categories, including:
– Cryptography techniques for secrecy of TV and 

telephone (Serial No. 056001X)
– Encryption and decryption techniques for information 

access (Serial No. 056101)
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Overview of Encryption Regulations (cont’d)

–Distinguish:  The encryption regulatory regime is 
not:  (cont’d)
–Part of china’s regulatory regime for value-added 

telecoms (e.g., Providing processing services over 
the internet)

–Part of the regulations governing network security 
products (e.g., providing security authentication 
services)
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Overview of Encryption Regulations (cont’d)

–The encryption regulations are separate from 
and in addition to the above
–A permit or approval from the SEMB may be 

required as a pre-requisite to obtaining approvals 
or licenses for the above
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Overview of Encryption Regulations (cont’d)

–Scope
–Commercial encryption products Include products 

that contain foreign-developed encryption 
algorithms

–The definition is broad and not well defined
– Different agencies and even different agents 

within the same office may provide different views
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Overview of Encryption Regulations (cont’d)

–Scope (cont’d)
–Development of SEMB’s view:

– Following issue of the 2000 Notice, products that 
did not have a “core function” of encryption were 
outside the scope of the regulations

– More recently, only those products expressly 
listed in 2000 Notice are excluded, i.e., mobile 
phone, Windows software and browser software

– Most recently, all products with encryption fall 
within the scope of the encryption regulations
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Overview of Encryption Regulations (cont’d)

–Foreign encryption
–Chinese units and individuals may not sell 

encryption products sourced from outside China; 
imports/exports of encryption products and 
equipment containing encryption must be approved 
by the SEMB.  Commercial Encryption Regulations, 
1999

–Chinese units and individuals may not use 
encryption products produced abroad.  Use 
Regulations, 2007
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Overview of Encryption Regulations (cont’d)

–Foreign Encryption (cont’d)
– Overseas organization:  An organization established outside 

the PRC under foreign law, including branches, offices, 
representative offices, etc. established in the PRC
– Subsidiaries (e.g., WFOEs) are permitted by the Use 

Regulations to use foreign-manufactured commercial 
encryption products with approval 

– The application form for use of foreign encryption products 
requires disclosure of algorithm and key length
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Overview of Encryption Regulations (cont’d)

–Foreign Encryption (cont’d)
–An overseas organization may import and use 

foreign encryption products after obtaining:
– “Permit for Approval to Use Foreign Manufactured 

Encryption Products”, and
– “License to Import Encryption Equipment”
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Overview of Encryption Regulations (cont’d)

– Summary:  Severe restrictions on importing, exporting, 
research, production, sale and use of foreign encryption 
products in China
– It is very difficult for Chinese companies or individuals to obtain a 

permit or approval from SEMB to import, export, research, 
produce, sell or use foreign encryption products in the PRC

– Foreign companies have obtained permits and approvals to import 
for their own use

– However, the encryption regulatory regime has been 
widely ignored in practice by market players and 
government agencies
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Overview of Encryption Regulations (cont’d)

–Current Practice in PRC
–Localization of foreign encryption by producers
–Availability of foreign encryption products in PRC 

market
–SEMB appears driven by concern for both State 

security and protectionism
–But has had no effective way to enforce

– Some exceptions:  e.g., foreign developed laptop 
computers that contained commercial encryption 
reportedly denied entry into China in 2006



Introduction to Recent Developments and 
What to Expect in the Near Future
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New Tariff Classification for Encryption 
Products

–2009 tariff classification includes new tariff lines 
for encryption products (encryption tariff 
classifications)

–Encryption tariff classifications currently only 
comprise of 11 tariff lines 

–New encryption tariff lines came into effect 
January 1, 2009
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Covered Products*

Other encrypting telephones for cellular networks or other 
wireless networks

8517.1290.10

Cordless encrypting telephones8517.1100.10

Fax machines (can be connected to automatic data 
processing facilities of internet)

8443.3290.10

Other multifunctional integrated encrypting fax machines 
(machines with the function of printing, copying or both)

8443.3190.20

Electrostatic-sensitive multifunctional integrated encrypting 
fax machines (with automatic data processing equipment 
or network connection)

8443.3110.10

Product DescriptionPRC Tariff 
Numbers

* Not exhaustive.  Comprehensive list will be issued in the near future.
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Covered Products* (cont’d)

* Not exhaustive.  Comprehensive list will be issued in the near future.

Product DescriptionPRC Tariff 
Numbers 

Encryption electronic integrated circuits for processor and 
controller, with or without storage, converter, logic circuit, 
amplifier, clock and sequential circuits or other circuits

8542.3100.10

Encrypting “intelligent cards”8523.5290.10

Non-optical communication encryption routers8517.6236.10

Non-optical communication encrypted exchanges8517.6232.10

Optical communication encrypting routers8517.6229.10

Other encrypting telephones8517.1800.10
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Tariff Classification Formulation Process

–Tariff Commission
–Annual meetings
–Comprises of different government agencies
–Solicits inputs from different government agencies
–Formulates the tariff classifications for the next year
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No Implementing Regulations for New 
Encryption Tariff Classifications

–No new implementing regulations were issued
–Customs tariff book does not include a new 

“supervision conditions” to reflect SEMB import / 
export license requirements

–Caused significant confusion as to the reasons 
for the new encryption tariff classifications
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Are SEMB Licenses Required?

–Quite a few non-encryption reasons have been 
suggested for the new encryption tariff 
classifications
–Statistics gathering
–CCC labeling requirements
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Are SEMB Licenses Required? (cont’d)

–Legally implementing regulations are not 
required
– Existing commercial encryption regulations provide the legal 

basis for requiring SEMB licenses for import and export of 
commercial encryption products

– “Supervising conditions” in the tariff book is a guide to the 
applicable import / export licenses but they are not intended 
to be exhaustive 

– (especially since some types of controls are not dependent 
on tariff classification – e.g., encryption, used electrical and 
electronic equipment etc.)
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Are SEMB Licenses Required? (cont’d)

–Perspectives from Customs
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Future Developments

–New encryption tariff classifications?
–Further clarifications on the licensing 

requirements?
–Software to be included?
–Catch all requirement – impose obligation on 

importers / exporters to declare whether goods 
contain encryption?

–Timeframe and what to expect?



Significance and Implications for Business 
Operations in China
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Implications

–Importers / exporters of goods affected by new 
encryption tariff classifications
–SEMB import / export licenses required
–Formal declarations to PRC authorities identified 

parties that are dealing with commercial encryption 
products in China

–May be forced to comply with other SEMB controls 
on the imported commercial encryption products 
(e.g., use, sale, manufacture etc.)
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Penalties – Commercial Encryption 
Regulations

–If encryption products are imported or exported 
without approval, the concerned encryption 
products as well as any illegal gains will be 
confiscated

–In serious cases, a fine of one to three times of 
the illegal gains can be imposed
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Penalties – Customs Regulations

–Failure to use the correct tariff numbers in the 
Customs declaration forms 
–Misclassification of goods
–Treated as smuggling offence if the intention of 

misclassifying the goods was to avoid a licensing 
requirement

–Could be treated as administrative smuggling 
offence or, in serious cases, as criminal smuggling 
offences
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Penalties – Customs Regulations (cont’d)

–Range of penalties
–Fines
–Confiscation of profits and goods
–Imprisonment (for persons legally/directly 

responsible)
–Downgrade enterprise Customs classification 

(impact on customs clearance and ability to engage 
in contract manufacturing)
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Implications

–Importers / exporters of commercial encryption 
products that are not caught by new encryption 
tariff classifications
–Check the entire supply chain especially if 

manufacturing occurs in China
–Note: new encryption tariff classifications to be 

issued
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Action Items

1. Ascertain whether any of the new tariff 
numbers apply to your products

– Is there a classification defense to using a 
encryption tariff classification?

– From a classification perspective, does the 
“essential characteristics” test in the GRIs 
introduce a form of “core function” requirement?

– Tariff engineering strategies available to avoid 
using encryption tariff classifications?
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Action Items (cont’d)

2. Lobbying relevant government agencies 
– Which government agencies should be 

approached?
– U.S. or China government agencies?  Or both?
– Industry effort versus individual company effort?
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Action Items (cont’d)

3. Potential WTO based challenges to the new 
encryption tariff classifications

– National treatment 
– Trade-related investment measure (“TRIM”) 

(imposition of a de facto requirement to use local 
encryption)

– Direct application of international law in China?
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